1/5 



COVER 
SIGNAL, 
1 



± 



WATERMARK 
EMBEDDOR 



7 

WATERMARK 
DATA 



CLEAR 
STEGO 
SIGNAL, 
3 



r 



DISTRIBUTION 
CHANNEL 



ACQUIRED 
STEGO 
SIGNAL, y 

5-~^ 



10 



1 



CONTENT 
PROCESSING 
ESTIMATOR 



PROCESSING 
ESTIMATE, 

-7 

^11 



OUTPUT 
CONTROL 



STEGO 
SIGNAL 

MESSAGE 
TO USER 



FIG. 1(a) 



USER INPUT 



0.5 



BIT ERROR 
RATE (BER) 



100 




SNR 



mm 



FIG. 1(b) 



SNR m ax SIGNAL-TO-NOISE 
RATIO (SNR) 



2/5 



COVER 
SIGNAL, 
1 

_A 



21 



PSYCHOACOUSTIC/ 
SENSITIVITY 
ANALYSIS 



~7 

FRAGILE 
WATERMARK 
DATA, 22 



PREDICTED 
SENSITIVITY, 23 

z 



FRAGILE 
WATERMARK 
GENERATOR 



24 



CLEAR 
STEGO 
SIGNAL, 



1 



FIG.2 



ACQUIRED 
STEGO 
SIGNAL, 
5 

_A 



10 



FRAGILITY 
ANALYSIS 



FRAGILITY 
^PROFI LE, 63 

^65 



62 



2\ 



FRAGILE 
WATERMARK 
DETECTOR 



1 



LOGIC 



^PRESENCE 
MEASURE, 64 



PROCESSING 
ESTIMATE, 

-1 



11 



OUTPUT 
CONTROL 



MAX. ALLOWED 



THRESHOLD 



USER INPUT 



•STEGO SIGNAL 
ILLICIT 

■REPACKAGING 
MESSAGE 

POOR 

COVER SIGNAL 

QUALITY 

MESSAGE 



FIG.3 



3/5 



COVER 
SIGNAL, 
1 

_A 



21 



A. 



PSYCHOACOUSTIC/ 
SENSITIVITY 
ANALYSIS 



PREDICTED 
SENSITIVITY, 23 

J 



FRAGILITY 
ANALYSIS 



^ FRAGILITY 
v PROFILE, 26 



"7 
FRAGILE 
WATERMARK 
DATA, 22 



25 



FRAGILE 
WATERMARK 
GENERATOR 

1 

24' 



2' 



CLEAR 
STEGO 
SIGNAL, 



FIG.4 



6* 



ACQUIRED 
STEGO 
SIGNAL, 
5 

.A 



62* 



FRAGILITY 
PROFILE, 63' 



FRAGILE 
WATERMARK 
DETECTOR 



1 

PRESENCE 
MEASURE, 64' 



-65' 



PROCESSING 
ESTIMATE, 
7 



LOGIC 



± 



FIG.5 



COVER 
SIGNAL, 
1 



4/5 



ROBUST 
WATERMARK 
DATA, 27^ 



ROBUST 
WATERMARK 
GENERATOR 



PSYCHOACOUSTIC/ 
SENSITIVITY 
ANALYSIS 



21 



PREDICTED 
SENSITIVITY, 23- 



7 

FRAGILE 
WATERMARK 
DATA, 22 



FRAGILE 
WATERMARK 
GENERATOR 



24 



28 



29 

1 



COMBINER 



FIG.6 



CLEAR 
STEGO 
SIGNAL, 
3 



ACQUIRED 
STEGO 
SIGNAL, 
5 

_A 



61 



FRAGILITY ANALYSIS 



69 



FRAGILITY 
PROFI LE, 63 



r 



65" 



LOGIC 



WATERMARKS 
DETECTOR 
(ROBUST AND FRAGILE) 



PRESENCE 
MEASURE, 64 



V 

PROCESSING 
ESTIMATE, 
7 



FIG.7 



5/5 



COVER 
SIGNAL, 
1 

-A 



25 



ROBUST WATERMARK- 
DATA, 27 — 



ROBUST 
WATERMARK 
GENERATOR 



FRAGILITY 
ANALYSIS 



PSYCHOACOUSTIC/ 
M SENSITIVITY 
ANALYSIS 

7 



FRAGILITY 
PROFILE, 26 



21 



PREDICTED 
SENSITIVITY, 23 




FRAGILE WATERMARK 
DATA, 22 



28 



29 



COMBINER 



CLEAR 
STEGO 
SIGNAL, 
3 



FRAGILE 
WATERMARK 
GENERATOR 



24 



FIG.8 



ACQUIRED 
STEGO 
SIGNAL, 
5 

_A 



66 



FRAGILE 
WATERMARK 
DETECTOR 



62 



FRAGILE 
WATERMARK 
DETECTOR 



FRAGILITY 
PROFILE, 67 

L 



65* 



LOGIC 



V 

PRESENCE 
MEASURE, 64 



V 

PROCESSING 
ESTIMATE, 
7 



± 



FIG.9 



